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About Digital Evidence

ABSTRACT This paper presents the fundamentals of digital evidence for
security practitioners. The modern security landscape is expanding to include
a digital forensics and investigative skill set for many professionals, particularly
those in the corporate realm. This paper introduces security personnel to the
Federal Rules of Civil Procedure, case law related to preservation and produc-
tion of digital evidence, international issues with electronic data, how to han-
dle privilege or sensitive information, and the issues surrounding licensing and
certification of computer investigators and digital forensics professionals.
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INTRODUCTION

Successful security professionals must be versed in a substantial array of
technical, regulatory, and corporate practices. Through the course of these
duties, they may be called upon to handle, produce, or investigate the digital
information pertinent to internal or external investigations within their pur-
view. Although there are a number of overlapping skill sets between informa-
tion security and digital forensics, there are significant differences in the
treatment of proprietary corporate data versus digital information bound for
use in court. Indeed, the digital forensics field comprises 50% technical know-
how, 20% business acumen, and 30% legal knowledge.

It would behoove security personnel to have a working knowledge of the
procedures for preserving and producing digital evidence as well as an under-
standing of the case law decisions that relate to technical practices. This is
complicated by rules and regulations that vary by nation, state, and sometimes
municipality. Unfortunately, the digital forensics field has no policy so con-
cise as the Payment Card Industry Data Security Standard (PCI) or the Health
Insurance Portability and Accountability Act (HIPPA); rather, the handling of
digital information that may become evidence in the United States requires an
understanding of the Federal Rules of Civil Procedure, Federal Rules of
Evidence, and the Daubert standards for evidence (Fed. Rules of Civil Proc.,
2007; U.S. House Jud. Comm., 2006; Daubert v. Merrell, 1993). This is compli-
cated by differences in laws, court rules, and policies for information retrieved
or produced across continental lines since the regulations for electronic evi-
dence vary by country.

124



Downloaded by [Library Services City University London] at 16:30 20 August 2014

This knowledge is important for individuals work-
ing from executive-level management to help desk
support, since decisions at any level can affect the suc-
cessful outcome of a forensics investigation and, by
extension, a lawsuit. It is also critical to understand
where a situation warrants the hiring of forensics
experts to maintain the impartiality of the digital
information in question. However, this decision can
be fraught with peril as well, since the licensing and
insurance requirements for digital forensics profession-
als are different for each country and each state and are
continually changing. In addition, there are few nation-
wide or international vendor-neutral certifications for
digital forensics professionals, making it difficult to
determine an individual’s specific qualifications.

FORENSIC INVESTIGATOR LICENSING
REQUIREMENTS

Licensing requirements for forensics examiners have
yet to be standardized on a national level in the United
States, but most states require some type of license to
handle evidence and perform investigations. The gen-
eral field of forensic science has been dealing with the
licensing issue for many years for a variety of jobs rang-
ing from fingerprint experts to pathologists to fraud
accountant examiners. The debate and analysis regard-
ing this topic is both ongoing and occasionally heated.

Most states requires digital forensics professionals to
obtain a private investigator license; however, three
states (Alabama, Alaska, and Wyoming) have licensing
requirements only in certain cities, and others
(Colorado, Idaho, and South Dakota) have no licensing
requirements whatsoever (Kessler & Assoc., 2008). There
is little reciprocity among states regarding licenses, and
care must be taken to ensure separate licenses are not
necessary for the state where evidence is to be collected
and investigated. Examiners would be wise to perform
thorough research ahead of any forensics investigation,
as these rules are constantly changing. This issue
recently has been brought to a point with the American
Bar Association’s open letter to all states requesting that
the licensing requirements for electronic discovery and
digital forensics personnel be removed (ABA, 2005).

Each state’s laws are unique and subject to interpre-
tation both by the persons applying for a license to
handle digital information and the administrators of
such licensure. However, most states have private
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investigator statutes that specifically handle investiga-
tions performed for profit. For example, investigating
a computer in the state of Oklahoma requires a private
investigator license as interpreted by Title 59 Section
1759.1 (State of Okla. Statutes, 2007). To both collect
and investigate a computer in Arkansas requires an
Arkansas private investigator license as interpreted by
Class A licenses (Ark. Private Investigators Act and
Private Security Agencies Act). To hire someone to
collect and investigate a computer in Texas requires
that the individual has a license as interpreted in the
Chapter 1702 Texas Occupations Code; otherwise,
the employer may be fined (Tex. Dept. of Public
Safety, 2007).

California’s enforcement manager of the agency
responsible for licenses explicitly stated that “if a
person or entity performing a computer forensic
investigation within California obtains information
that will be used, or results in [anything described
in the PI licensing scheme] . . . a private investigator
license is required” (Rasch, 2006). Likewise, Dela-
ware Attorney General Ralph Durstein was quoted
as saying, “. . . the conduct of a computer forensic
specialist is no different from that of a more tradi-
tional private investigator or detective, namely seek-
ing information for a client about another person”
(Rasch, 2006). Thus, there are states with clear and
definitive positions on the matter (at least for the
time being), but others are not so precise.

Clearly, these rules exist in multiple different places
in the laws of each state. As a general rule, the licen-
sure of private investigators is controlled by an entity
within the government: In Oklahoma, it is managed
by the Council of Law Enforcement and Training; in
Arkansas, by the State Police; and in Texas, by the
Department of Public Safety. The common thread
among these application processes is a fee and a
required federal background check. Some states also
require in-state testing, college courses, or private
investigator experience.

Unfortunately, there is no single source of informa-
tion regarding licensing in each state. This is in con-
trast to organizations such as the American Medical
Association, which explains the requirements of each
state as well as the proper method of license transfers.
However, Kessler International has compiled informa-
tion on digital forensic investigation licensing by send-
ing letters to the Attorney Generals of all 50 states
asking if fraud or computer investigations within the
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state required a license. The results have been published
on their website, which also contains a map with
licensing information by state and updates are given
on the changing laws (Kessler & Assoc., 2008).
Although this is a good resource, investigators should
always study each particular state’s laws before com-
mencing investigatory work.

There are several exceptions to licensing require-
ments in the majority of states. Most states consider
practicing law enforcement officers performing crimi-
nal investigations as a part of their duties to be
exempt. However, if a law enforcement officer is per-
forming an investigation as a consultant for any addi-
tional work, they may need to obtain a private
investigator license. Persons licensed by another board
in the state performing duties related to that license do
not require an additional certification, for example, a
medical doctor performing a medical forensic exami-
nation. The exception that could be most pertinent to
security professionals relates to internal investigators
working on cases within their own company. Gener-
ally, states require that the person investigating must
be an employee, not a contractor or consultant. If a
company outsources their information technology ser-
vices and those individuals are handling digital evi-
dence, they will most likely need a private investigator
license. These exceptions vary from state to state, and
no taxonomy of these laws has been created or made
readily accessible to the public.

Traditionally, states have controlled their own
licensing related to a variety of professions outside of
forensics. For example, there is no license to practice
law, medicine, or private investigations in the entirety
of the United States, only within a certain state.
Although private investigator licensing within each
state may be cumbersome due to costs, timeframes,
and availability of licenses, it is not an unreasonable
system compared with those in other professions that
require licenses.

International laws regarding licensure are even less
clear. There is no overriding international standard
license for digital forensics or e-discovery profession-
als. Depending on the type of work being performed,
such licensing could be covered under other regula-
tions or fields of work, such as bounty hunting, pri-
vate investigators, detective licenses, or private
security licenses.

Most licensing organizations impose both penalties
and fines if examiners do not follow the proper
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evidentiary handling rules. The specific injunctions
vary by state but typically include both financial sanc-
tions and the revocation of licenses. Such activity can
also carry sanctions, fines, or worse, inadmissible evi-
dence. Less calculable consequences exist for operat-
ing without the proper licensure, including the loss of
professional reputation and the inability to provide
expert testimony.

FORENSICS INVESTIGATOR
CERTIFICATIONS

The development of a standard certification for dig-
ital forensics professionals has been in the making for
a number of years, but nothing has come to fruition.
More recently, degrees, vendor certifications, and
trade school certifications have become widely avail-
able due to the popularity of this industry; unfortu-
nately, these disparate awards do not provide a
cohesive certification. The American College of
Forensics Examiners Institute, a national organization,
offers certifications for forensics consultants in gen-
eral, but specific certifications have yet to be estab-
lished (American College of Forensic Examiners,
2008). There are a few opportunities for international
digital forensics certifications, such as those offered by
the International Society of Computer Forensic Exam-
iners (Int. Society of Computer Forensic Examiners,
2009).

Given that this is a relatively new field, it is likely
that a national certification for U.S. and international
digital forensics examiners is on the horizon. It
should be noted that this standard would apply to a
certification and not necessarily licensing. Many
efforts for national certification in the digital foren-
sics industry have come and gone since the mid-
1990s, and it remains to be seen whether any new
movement will be successful. The best recommenda-
tion for those wishing to hire a digital forensics
professional is a combination of experience and certi-
fications from forensics vendors, the computer indus-
try, and academia. This is particularly the case since
the federal rule changes all but mandate the use of
such experts to handle digital information, and the
amount of such information in the modern business
landscape is increasing exponentially. Careful consid-
eration should be taken when information must be
retrieved from across country and continental borders,
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as the specific rules and requirements will need to be
taken into account.

The best recommendation for digital forensics
professionals is to carefully research the laws in a par-
ticular state or country and stay up to date on changes
in legislation that could affect those requirements.
Security professionals should be aware of these cir-
cumstances in order to most effectively utilize their
own personnel relating to training or certification or
to recognize the parameters necessary to hire an out-
side vendor to handle digital evidence.

PRESERVATION AND PRODUCTION
OF ELECTRONIC EVIDENCE

The changed federal rules have created significant
consequences for attorneys and companies that fail
use the proper timing and methods of preserving and
producing digital evidence (Fed. Rules of Civil Proc.,
2007; U.S. House Jud. Comm., 2006). In fact, a Ful-
bright Survey of corporate counsel indicates that the
number one problem in current litigation is the preser-
vation and production of digital evidence (Fulbright
and Jaworski LLP, 2006). In a 2004 survey, 21% of
employers were ordered to produce digital evidence as
part of legal proceedings, a number that has increased
significantly as digital devices become more pervasive
in the workplace (Flynn, 2004).

The course of a typical business email provides an
example of the vast digital trail that a single document
can traverse, highlighting the complexities of digital
evidence production. An email simply sent from one
employee to another produces a minimum of three
digital copies — one in the sent folder, one on the per-
sonal computer hard drive, one on the email server,
and potentially a fourth if the email is sent to a per-
sonal digital assistant (PDA). Word documents can
reside in a larger number of places, particularly if it is
transmitted to multiple people for edits: a perfor-
mance evaluation, for example, is generally drafted by
a supervisor, edited by the supervisor’s superior,
edited by human resources, comments sent through
email, and then finalized. The digital footprint of such
a document is very large given the number of comput-
ers containing drafts, edits, and emailed versions.

A large number of companies are finding them-
selves on the losing ends of battles regarding preserva-
tion and production of this type of digital evidence.
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Zubulake v. UBS Warburg, a landmark digital forensics
case, involved employment-related sexual discrimination
and retaliation (Zubalake v. UBS Warburg, 2002). After
a lengthy litigation process that has provided guide-
lines for the management of digital forensics in mod-
ern litigation, it was determined that UBS failed to
preserve critical emails, and sanctions were levied: the
jury awarded the plaintiff $9 million in pay and $20
million in punitive damages. This verdict may have
been significantly different had UBS been able to pro-
duce the emails in question.

Spoliation of evidence is defined as the “intentional or
negligent destruction or alteration of evidence or the fail-
ure to preserve property for use as evidence in pending or
future litigation” (Gorelick, Marzen, & Solum, 2001).
The duty to preserve is not just limited to evidence that
may be admissible but also to anything that appears
likely to lead to the discovery of admissible evidence.

The issue of when the preservation process begins is
a thorny one. As defined by Zubulake v Warburg, pres-
ervation should begin “when you knew or should’ve
known the evidence was potentially relevant to future
litigation” (Zubalake v. UBS Warburg, 2002). In the
instance of the Zubulake case, UBS would have been
compliant if it had begun preservation when the
employee filed a charge with the Equal Opportunity
Employment Commission (EEOC). However, the
company would have benefitted from preserving evi-
dence when the employee’s manager feared a lawsuit
four months prior to the official charge. Other compa-
nies can learn from this situation by anticipating
lawsuits from internal complaints, grievances, whistle-
blowers, and disciplinary actions. This means that the
lines of communication among human resources,
information technology, and internal counsel must be
open and frequently utilized in order to best adhere to
the court’s preservation requirements.

Another issue involves which information a com-
pany should keep. It is good practice to preserve what
is relevant to possible claims and defenses, what is rea-
sonably calculated to lead to admissible evidence, and
what is reasonably likely to be requested during dis-
covery. Clearly, these rules provide substantial room
for interpretation, and case law continues to be devel-
oped on this issue.

The applications of sanctions in the failure to
preserve are based on the degree of culpability and the
degree of prejudice. A 2004 study determined that
sanctions are granted 65% of the time for all written
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opinions, where defendants are sanctioned four times
more often than plaintiffs (Scheindlin & Wangkeo,
2004). Sanctions can be based on willfulness or bad
faith, prejudice, and negligence of the violator. These
sanctions can range from paying the cost of e-discovery
or attorneys fees, adverse inference jury instructions,
evidence or witness preclusion, attorney fees and costs,
to default judgment (Scheindlin & Wangkeo, 2004).

In a prominent case involving sanctions, Prudential
Insurance was fined $1 million after having been
found to have negligently destroyed documents
(Prudential Ins. Co. Litigation, 1997). All employees
were notified of the litigation, and Prudential was
ordered to promulgate a document retention policy. A
major case against Morgan Stanley involved a securi-
ties fraud claim, where the company was found to
have knowingly failed to preserve and produced digi-
tal evidence: the verdict was for $1.4 billion (Coleman
Holdings Inc. v. Morgan Stanley, 2005). A sample of
Morgan Stanley’s abuses include the failure to locate a
large number of relevant backup tapes, failure to
notify both counsel and court of discovered tapes, and
lying to the court about compliance with preservation
and production order.

In addition, Morgan Stanley was found to have
relied on flawed software written by its in-house infor-
mation technology staff while searching electronic evi-
dence, including the use of a flawed date range to
search for emails and a failure to capture email attach-
ments. Although some of the monetary compensation
for this case has since been reversed by the court, the
decisions related to spoliation have not been rescinded.
The amount of money awarded in all of these verdicts
and each company’s missteps highlight the problems
faced by all companies with regard to the preservation
and production of electronic information.

Preservation and production for international cases
is further complicated by the varying treatment of
such data in each country. Of note, the European
Union’s Privacy Directive dictates that electronic
information cannot be transmitted across borders
without consent, which clearly includes the produc-
tion of such information for discovery purposes
(Berkowitz, 2009). Article 12 of the United Nations
Declaration of Human Rights states the right to pri-
vacy for all people, which could be interpreted to
cover their associated digital information being
requested or seized in relation to legal proceedings
(United Nations, 1948).
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In addition to these two largely scoped rules, many
countries have “blocking statutes” which specifically
target the nondisclosure of certain types of electronic
information (Cook, 2009). The right to privacy is a
major concern in many European countries, so much
that those attempting to comply with discovery orders
can be heavily fined for producing private information
(Cook, 2009): this includes the UK’s Data Protection
Act in 1998 (UK Info. Comm. Office, 2007). Australia,
New Zealand, and Hong Kong are all amidst reviews
of their privacy and confidentiality laws, with changes
expected soon (OECD, 2008). New Zealand’s pro-
posed changes to its Privacy Act of 1993 are notewor-
thy because it takes away a residence requirement to
submit a privacy request and requires that any infor-
mation passing through the country is subject to the
privacy law (New Zealand Parliament Bills Digests,
2008).

Some metadata may be considered private and
therefore would not be subject to discovery under the
laws of France, in particular (Devy, 2008). This creates
significant issues particularly for large corporations
whose offices, information, and data storage facilities
span the globe. In addition, there may be substantial
jurisdictional issues relating to electronic document
discovery that crosses borders.

Whether information resides locally or interna-
tionally, the development of a plan to properly pre-
serve evidence is key to avoiding sanctions. When
litigation is reasonably anticipated, counsel should
be engaged to help design, implement, and monitor
a “litigation hold.” This should be “periodically re-
issued so that new employees are aware of it, and so
that it is fresh in the minds of all employees”
(Gorelick, Marzen, & Solum, 2001). Corporate coun-
sel should speak directly to those company employ-
ees likely to have relevant information about the
litigation hold.

At the least, companies should suspend their docu-
ment destruction practices and consider adopting a
record management policy to guard against spoliation
torts. Counsel may request unadulterated electronic
copies of all relevant active files from key players,
including security personnel, and make sure that all
back-up media containing this information is identi-
fied and safe. It may behoove those participating in
multicountry litigation to consult with local counsel
to ensure that the discovery process proceeds as
smoothly and effectively as possible.
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EVIDENTIARY ADMISSIBILITY

Many legal issues in digital forensics stem from the
“cleanliness” of the information being extracted. Both
the court system and alternative dispute resolution
venues require high standards for the collection and
analysis of digital evidence. Digital evidence is subject
to the same standards as to any other scientific evi-
dence produced in court, termed the “Daubert” rules:
“. .. to even reach the point where specific compe-
tency questions are answered, digital evidence must
survive the threshold test posed by Daubert of its
competency as a class of evidence” (Daubert v. Merrell
Dow Pharmacenticals, 1993). In addition, the court has
consistently upheld Rule 702 of the Federal Rules of
Evidence, suggesting that the following factors be con-
sidered when admitting scientific evidence:

o Whether the theories and techniques employed by
the scientific expert have been tested,

o Whether they have been subjected to peer review
and publication,

e Whether the techniques employed by the expert
have a known error rate,

o Whether they are subject to standards governing
their application, and

o Whether the theories and techniques employed by
the expert enjoy widespread acceptance.

The list above is neither inclusive nor definitive,
and testimony may still be admissible if one or more
of the factors are unsatisfied. Also, the court has clari-
fied that “the admissibility inquiry must focus solely
on the expert’s principles and methodology, and not
on the conclusions that they generate” (Daubert v.
Merrell Dow Pharmacenticals, 1993). In their article
titled “Legal Aspects of Digital Forensics,” D. Ryan
and G. Shpantzer state that “digital forensic evidence
proposed for admission in court must satisfy two con-
ditions: it must be (1) relevant, arguably a very weak
requirement, and (2) it must be ‘derived by the scien-
tific method’ and ‘supported by appropriate valida-
tion’ (Ryan & Shpantzer, 2002). Producing parties
may be asked to use acceptable standards and subjec-
tive judgment to limit the amount of evidence pro-
duced based on factors such as relevancy, date, author,
or location.

In 2006, changes were made to the Federal Rules
of Civil Procedure that indicate the court system
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recognized the crucial importance of electronic infor-
mation in the process of investigation and litigation
(Fed. Rules of Civil Proc., 2007). It is now a requirement
to discuss digital information and preservation before the
court’s scheduling conference and at discovery-planning
conferences. In particular, these Rules assign the same
weight and status to electronic documents as paper
documents.

These rule changes underscore the fundamental
shift of modern litigation towards the inclusion of
electronic information in the legal process. Although
the implications of these changes will not be clear
until they are tested in the courts, demand has already
increased for properly performed data collection and
digital forensics investigations.

PRIVILEGED DOCUMENTS AND
CLAWBACK AGREEMENTS

During the discovery portion of court proceedings,
it is necessary to produce information to opposing
counsel, some of which may contain privileged
information. In general, a lawyer’s work on a case is
protected by the work-product privilege as are attor-
ney-client communications. The work-product privi-
lege means that any documents prepared in
anticipation of litigation or for trial by a party’s repre-
sentative enjoy a qualified immunity from discovery.
Other such privileges include doctor/patient, priest/
penitent, and husband/wife. To prove to the court
that information is privileged, the party claiming priv-
ilege must show that the communication: (1) was
made with an expectation of confidentiality, (2) is
essential to a socially approved relationship or pur-
pose, and (3) has not been waived by disclosure of the
contents of the communications to persons outside of
the relationship.

The initial stage of any evidence collection is the
discovery phase. For civil cases, this often involves a
variety of conferences between attorneys, sometimes
involving the judge, to determine what exactly will be
collected. When documents containing privilege are
contained on a device to be collected, the scope of
information to be investigated is typically restricted.
In civil cases, it is common for consent to be given to
collect a digital device.

Traditionally, the documents produced in response
to discovery are presented in paper form. The privileged
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information is removed, or “redacted,” using two
methods: “blackout” or physical removal. The black-
out method involves using a black marker to conceal
portions of a document that are considered privileged.
The physical removal method involves selecting docu-
ments from a group of papers and removing them
from the set. Depending on the court’s requirements,
this may necessitate marking the exact location from
which the document was removed.

The same set of concerns exists for privileged infor-
mation on electronic storage devices, but no standard
method of digital redaction has been adopted by the
legal community. Computerized methods that mimic
the blackout process exist, as do those for mimicking
the physical removal method (NSA, 2006; NIST,
2005). The latter typically involves collecting all read-
able documents from a computer and selecting the
items to redact. While electronic blackout and
removal methods can sanitize a document or set of
documents on an electronic device, they do nothing
to redact logical copies or copied fragments of the
document that remain (Manes et al., 2007; Manes,
Watson, Barclay, Greer, & Hale, 2007). It is increas-
ingly necessary to produce the entire contents of com-
puter disks and other electronic storage devices as
evidence, and the redaction of entire files from such a
production introduces an entirely separate set of privi-
lege issues.

Due to the extensive scope of privilege reviews on
electronically stored information, some parties are
entering into “clawback” agreements. Such agreements
state that full production will proceed without privilege
review and that any documents discovered to be privi-
leged can be later removed from production without
penalty. Generally, such agreements must include a
third party to ensure maximum effectiveness; this is an
important distinction for corporate technical personnel
to heed. Much like current redaction methods, this is a
temporary solution to the general problem of removal
of privileged documents from electronic production for
which there is no clear solution at this time. Digital
forensics specialists may be key players in clawback
agreements in order to facilitate reviews and exchanges.

CONCLUSION

The amount of knowledge necessary to thoroughly
perform the duties of a security professional are
expanding and now encompass many of the basic
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tenants of digital forensics. As such, information secu-
rity personnel must be versed in the handling of digi-
tal information as if it were evidence, since the
majority of commercial lawsuits involve such data.
The broadening scope of information retained in a
corporate setting as well as the complex storage and
use of such data complicate the preservation and pro-
duction of digital data. The court’s requirements con-
tinue to shift as case law refines the process of
electronic discovery. However, familiarity with the
legal and technical components of digital evidence as
well as the applicable national and international laws
can help security and information technology person-
nel effectively handle situations where this informa-
tion must be preserved and produced.
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